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“The Internet of Things is the 
intelligent connectivity of physical 
devices driving massive gains in 
efficiency, business growth, 
and quality of life.”

What Is the Internet of Things?
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More Important

Less Important
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IoT Transforms Data into Wisdom

Wisdom (Scenario Planning)

Data

Information

Knowledge
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ServicesServices

But It Also Adds Complexity

Application Interfaces

Infrastructure Interfaces

New Business Models Partner Ecosystem

Applications

Device and Sensor Innovation

Unified Platform

Infrastructure

IoT CONNECTIVITY PLATFORM

IoT SPECIFIC NETWORK ELEMENTS

APPLICATION AND BUSINESS INNOVATION

Data 

Integration
Big Data Analytics

Control 

Systems

Application 

Integration

Security

Network and 
Perimeter 
Security

Physical Security

Device-level 
Security /

Anti-tampering

Cloud-based 
Threat Analysis / 

Protection

End-to-End Data 
Encryption
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It brings new challenges: Data Aggregation

1.1 Billion
Data points generated by sensors daily500 Gigabytes

Data generated by an offshore oil rig weekly

1000 Gigabytes
Data generated by an oil refinery daily10,000 Gigabytes

Data generated by a jet engine  every 30 minutes

2.5 Billion Gigabytes
Data generated worldwide daily

90% of the world’s data
Has been created in the last 2 years!
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Condition Monitoring and Large Scale Monitoring

• Not Process Control but “Missing Measurements”

• Reliability and availability are important, which implies 

• Scheduling and admission control

• Scalability

• 10’s of thousands of new devices

• Deployment cost factor is key

For Emerson this is the second layer of automation:

Typically missing are the measurements you need to 

monitor the condition of the equipment--temperature, 

pressure, flow and vibration readings you can use to 

improve site safety, prevent outages and product losses, 

and reduce maintenance costs of equipment such as 

pumps, heat exchangers, cooling towers, steam traps 

and relief valves.
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Customer Experience with the Connected Car
Consumers will Trade Personal Data for a Better Driving Experience

would share height/weight, driving habits 
and entertainment preference                         
for a more custom driving experience 

65%
would allow driving habits to be 
monitored to save on insurance/ 
service maintenance 

74%

Source: Cisco Systems Inc., 2013

LBS



‟ This is about a business change, to make our 
manufacturing facilities more flexible, more agile and 
more lean”

• Kirk Gutmann GM Global Information Officer, 
Manufacturing and Quality
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Architecture

Addressing

Security

RF Allocation / Planning

Gateways

Low Power

Determinism

Wireless

It’s a Game Changer in all technical domains

Standardization

Regulation

Privacy

Deployment models

Sustainability

Analytics

Learning Machines



Standardization
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AIOTI
ALLIANCE FOR INTERNET OF THINGS INNOVATION

11

AIOTI WG3 IoT standardization landscape



Addressing and Gateways
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Where are we?

IPv6 for the IOT is a must (same as radio technologies)

 ETSI ISG IP6 best practices documents

IPv6 up to the end device

 Close but not yet there

 IETF 6lowPan, 6lo

Gateways  will be your (our) next nightmare:

Manageability (maintenance, configuration, 

deployment…)

Energy consumption

Security: Breaking end to end security, Network entry 

point.



Wireless
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Industrial 

Internet

Control Data

Office Data

Business Data 

Nb of Devices (order of magnitude)
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Technologies for the Industrial Internet

ISA100.11a

WiFi

WirelessHART

6TISCH / PCE

LPWAN

6TISCH / RPL

WI-SUN Mesh



Distributing Intelligence
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IoT CONNECTIVITY

Converged, 
Managed Network

Resilience at Scale Security
Application 
Enablement

Distributed 
Intelligence

Vast Amounts of Data

Local Control Loops

Detached Applications

Expensive Bandwidth

Low Cost of Edge Compute

Scale

Why Distributed Intelligence?
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Data Centre/Cloud

Endpoints

Traditional Computing Architecture

Terminal-Mainframe, Client-Server, Web

Core Network
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Data Centre/Cloud

Smart Objects

IoT and Fog Computing Architecture
Data Points, Variety & Velocity, Security, Resiliency, Latency

Fog Network

Core Network

Tens of Millions to Billions

Embedded Systems & Sensors

Low power, low bandwidth

Tens of Thousands to Millions

Multi-Service Edge

2G/3G/LTE/WiFi/RF Mesh/PLC

TSN: Time Sensitive Networks

6TiSCH

Thousands

Backhaul

IP/MPLS, Sec., QoS, Multicast

Hundreds

Data Centre/Cloud

Hosting IoT Analytics

Sensing

Control

Correlation

Millsecond /seconds response

Transactional response times

KB-GB

GB-TB

TB-PB

Infinite



Need for more determinism
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Industrial Intelligence Requires Evolution

DETERMINISM

“Non-Deterministic”

Information 

Input/Output

Motion

Closed-Loop 

Control, 

“More Deterministic” “Very Deterministic” “Strictly Deterministic”

UNMANAGED
10Mb/s, Half-Duplex, 

slow convergence

MANAGED
10/100Mbs, 802.11 a/b/g,  QoS, 

RSTP Fast Convergence (s), IGMP, 

Full-Duplex, Wireless Mesh

REAL TIME
Gb/s, IEEE 1588 PTP, 802.11n, 

Low-latency, CleanAir, 

Very Fast Convergence (ms)

DETERMINISTIC NETWORKING
10 Gb/s, Low Jitter, Precise Scheduling, 

Loss-less Convergence, 

Multi-path switching

IN
D
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Wireless

Wired

Future

Safety-Critical
Relevant Innovations to Standard Networks
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Deterministic Ethernet 

Characteristics for Real time applications
 Low Latency & Packet Jitter

 Measured in microseconds

 Control traffic immune from impact of other traffic 

 Guaranteed delivery & resiliency

 Time Synchronization

 Measured in nanoseconds

Multiple Deliveries

Automation & Control

Rate Constrained

Best Effort
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Wind Turbines
• Safety certified control system (integrated approach to networking 

and control)

• Reduced total cost of ownership for end user from higher 

availability of system

Space
• Spacecraft backbone Network, redundant fail- operational network

• Enabled robust network where maintenance is not an option 

Automotive 
(from 2016)

• Automotive in-vehicle network for control  

• High performance, cost-effective, weight reducing from integrating 

safety and non-safety traffic on one network

Aerospace and 

Defence

• Avionics Backbone network, simple redundant mechanisms that 

fulfill fail operational requirements

• Enabling highest performance

Oil and Gas
• Process control system

• Expanded existing control system with determinism

• Cost-effective to operate, simple to upgrade and maintain



Analytics
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Analytics vs. Overall M2M connection ratio *

15M to 115M 

Analytics related  

connections*

Classical 

Monitoring only 

doubles

Analytics related 

M2M connections 

surge

* Source:       
ABI Research
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Maintenance and operation represent 75% of the Total equipment cost
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Maintenance & operation COST

Corrective maintenance

Preventive 

Maintenance

Predictive

Maintenance

Actionable Prescriptions

 Deployment of Wireless sensors is seen as an efficient solution



Self Learning Networks
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Learning Networks Enable Scale

PREDICTIVE 
PERFORMANCE

ANALYSIS

ANOMALY
DETECTION 

ADAPTIVE
SECURITY

IoT ENVIRONMENT LEARNING NETWORK

DATA

OPTIMAL 

PERFORMANCE

HIDDEN

Sensors, cameras, cars, wearable sensors, 

traffic lights, computers, smart meters

OBSERVED PARAMETERS

MODEL

LEARN
ADJUST
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IOT requires Innovation and new Paradigms not only 

in communications:

Real Time requirements: Deterministic Networking

Distributed Intelligence: Fog Computing

Self learning networks: Intelligent Networks (IA)

(Big) Data processing: Analytics

…




